ABSTRACT Considering existing eavesdroppers, this paper analyzes the secrecy outage probability (SOP) of the full-duplex (FD) relaying network with imperfect channel state information (CSI), where the decodeand-forward relay protocol is adopted. To enhance the physical-layer security, two relay selection schemes are proposed. The first scheme uses the maximum-minimum principle to select the optimal relay. The other selection scheme is based on partial signal-to-interference-plus-noise ratio. Then, the tight closedform approximations of the SOP are obtained for three special CSI cases, respectively. Moreover, based on these approximated results, the effects of some system parameters are analyzed for the SOP of the relay system, including the CSI error, the number of relays, the signal-to-noise ratio (SNR) of the eavesdropper, and the residual self-interference caused by the FD model. The numerical results show that at low SNR of the eavesdropper, residual self-interference has a significantly impact on SOP, while at high SNR of the eavesdropper, this effect is negligible. In addition, the SOP of FD model is always superior to the half-duplex (HD) model when the number of relays changes.
I. INTRODUCTION
Due to the broadcasting characteristics of wireless communication, physical layer security technology has received extensive attention from researchers [1] . Wyner defined the secrecy rate, which was the maximum rate at which reliable information was sented from the source to the destination in the presence of an eavesdropper [2] . Then, the physical layer security technology was applied to various network scenarios, e.g., wireless cooperative networks.
Wireless cooperative communication can increase the capacity of the system, and physical layer security aims to increase the system's secure capacity. Therefore, the combination of physical layer security technology and wireless cooperative communication can improve the security of The associate editor coordinating the review of this manuscript and approving it for publication was Aniello Castiglione. the system. In [3] the authors studied the security of Fountain codes in low-energy adaptive clustering hierarchy networks. In cooperative communication, we can ensure secure communication through beamforming [4] , artificial noise [5] , [6] , relay selection [7] and other means. A secure beamforming design for the cognitive radio Networks in the presence of multiple eavesdroppers was studied [4] . A new design paradigm was studied in secure full-duplex (FD) multiuser system to maximize the minimum secrecy rate among all legitimate users [5] . An artificial noise aided scheme was studied in massive multiple-input multiple-output (MIMO) non-orthogonal multiple access (NOMA) networks to ensure secrecy [6] . Three relay selection schemes to choose the best relay for underlay cooperative cognitive network with the presence of multiple eavesdroppers [7] . The relay selection technology was one of key technologies in of Wireless cooperative communication [8] . Considering the physical layer security of multiple relay cooperative networks, the impact of the relay selection scheme on the security of the cooperative network need to be studied.
At present, the physical layer security technology has been perfectly applied to the relay network, and widely studied by scholars and engineers all over the world [9] - [12] . In [9] , the optimal and suboptimal relay selection schemes were proposed, and the secrecy outage probability (SOP) was derived. In addition, the concept of physical layer security in wireless relay networks had been further summarized in [10] , and fullduplex (FD) relay was considered to be an important research direction in the future. For the optimal relay selection of secure FD relay system, by analyzing the performance of SOP, the FD-based relay selection scheme was compared with the traditional half-duplex (HD) relay selection scheme in [11] . Considering the untrusted relays and passive eavesdroppers, a joint relay selection and power allocation scheme for massive multiple-input multiple-output (MIMO) system was proposed in [12] to enhance physical layer security.
All the aforementioned references suppose that the channel state information (CSI) for each channel is perfect. However, in practice, the CSI is imperfect, e.g., [13] - [16] . The work in [13] studied the imperfect CSI for a multipair massive MIMO two-way amplify-and-forward (AF) relay network and the approximation expression of the spectral efficiency (SE) was derived. In [14] , the expressions of SE and energy efficiency (EE) for the multi-pair two-way AF relay system with imperfect CSI over Ricean fading channels were derived. The work in [15] studied the eavesdrop channel for the AF two-way relay system, and the expression of relay transmission power was derived. In [16] , the approximate expression of the outage probability was derived for a multiuser massive MIMO system with mixed-precision analog-todigital converter (ADC) and imperfect CSI.
In the secure relay system, the secrecy rate and the SOP are important performance criterions in evaluating system security. Many scholars analyze the security performance of the systems by analyzing the expressions for SOP. The work in [17] studied the multiple-relay assisted non-orthogonal multiple access network and the optimal single, two step single and optimal dual relay selection schemes were proposed. The expressions of SOP for the three relay selection scheme were derived. The secrecy performance of modifyand-forward multi-relay and multi-eavesdropper networks was investigated and the closed-form expressions for the SOP were obtained in [18] . The secrecy performance of a twohop cooperative cognitive relay network was investigated in [19] and the SOP was derived. The radio frequency energy harvesting and relay selection of the wireless sensor network in the presence of multiple eavesdroppers were analyzed and exact closed-form expressions for SOP were derived in [20] .
In this paper, a FD relay system with multiple relays and an eavesdropper is considered. The channels between the relays and the users are assumed to be imperfect CSI. The main contributions of our work are summarized as follows.
• Differently from the results in the previously published work [21] , [22] , we study the FD relaying networks with two relay selection schemes. In contrast to [23] , we focus on the FD and HD relaying networks and consider imperfect CSI, respectively.
• In order to enhance the physical layer security, the appropriate relay is selected by two relay selection schemes. The first scheme is proposed for the secure relay network with imperfect CSI, which selects the optimal relay according to maximizing the end-to-end security capacity.
• The second scheme is proposed for the secure FD relay network with imperfect CSI, which selects the relay according to maximizing the partial signal-tointerference-plus-noise ratio.
• The closed-form expressions of SOP for two relay selection schemes are derived for the FD relay network, respectively. By considering three cases of imperfect CSI, the SOPs are further derived, based on which useful insights of the SOP behavior with respect to different system parameters are obtained.
• The HD relay network SOP performance with the first relay selection scheme is further analyzed, and the approximate expressions based on three imperfect CSI cases are obtained. For imperfect CSI, we also verify these conclusions through numerical results.
Notations: γ a,b ,γ a,b and γ a,b stand for the mean, estimated and estimated error SNR of a → b link, respectively. f X (·) and F X (·) represent the probability density function (PDF) and the cumulative distribution function (CDF) of random variable X , respectively.
II. SYSTEM MODEL
We consider a cooperative relaying system, which consists of two legitimate users (i.e. S 1 and S 2 ), an eavesdropper (i.e. E) and N relays as denoted by the set of = {R k , k = 1, 2, · · · , N }. And there is no direct link between S 1 and S 2 . It is assumed that all terminals are equipped with a single antenna, except that the relays are equipped with two antennas. Meanwhile, the decode-and-forward (DF) protocol is applied. Since the FD mode is employed in the relay node, there is residual self-interference (SI) in the relay nodes, where residual SI is not eliminated by the SI cancellation technique.
Since the research in this paper focuses on the comparison and discussion about the channel CSI of legitimate users, the CSI of the eavesdropping channel is assumed to be perfect. 1 
e represents the power of the CSI error),
, respectively. In addition, the noise of link is subjected to zero-mean additive white Gaussian noise (AWGN). Similarly to the noise, the instantaneous power of residual SI (i.e., γ R k ,R k ) is considered to be a certain parameter. Therefore, the signal-to-interference-plusnoise ratio (SINR) at R k can be represented as
Similarly, the received instantaneous SNR at S 2 can be given by
In this paper, the eavesdropper ignores the interference noise. Meanwhile, the eavesdropping channels is assumed to weak, and the SOP is given out an upper bound. Therefore, the instantaneous SNR at E from S 1 → E and R k → E can be denoted by
III. RELAY SELECTION SCHEME
In this section, two relay selection schemes are studied. In order to enhance the physical layer security of the relay network, the relay is selected from the N candidate relays to participate in the cooperative communication. One is based on maximum end-to-end security capacity, and other scheme is based on partial signal-to-interference-plus-noise ratio.
A. RELAY SELECTION SCHEME BASED ON MAXIMUM END-TO-END SECURITY CAPACITY
In this subsection, we propose the relay selection scheme based on maximum end-to-end security capacity. Differently from [26] , the optimal relay of this scheme is selected by the maximum-minimum principle. Specifically, first the minimum security capacity between the S 1 → R k link and the R k → S 2 link is selected and then the maximum end-to-end security capacity is selected.
The scheme is presented as Algorithm 1. Firstly, the variable R k represents the kth relay, and the number of relays is initialized, that is, there are N candidate relays. After initialization, the SINR at R k and the SNR at S 2 can be calculated in step 3 and step 4. Meanwhile, the SNR at E from S 1 → E and R k → E can be calculated in step 5. Then, the security capacity between the S 1 → R k link and the R k → S 2 link can be calculated in step 6 and step 7. And the end-to-end
Algorithm 1 Relay Selection Scheme Based on Maximum End-to-End Security Capacity
Input:
security capacity can be calculated in step 8. Based on the Algorithm 1, the system security capacity can be calculated based on maximum the end-to-end security capacity and the optimal relay is selected based on maximum the end-to-end security capacity.
B. RELAY SELECTION SCHEME BASED ON MAXIMUM PARTIAL SIGNAL-TO-INTERFERENCE-PLUS-NOISE RATIO
In this subsection, we propose the relay selection scheme based on partial signal-to-interference-plus-noise ratio. Differently from [27] , this paper considers the relay selection scheme for the relay system with an eavesdropper. This relay selection scheme selects the relay based on maximum the SINR at R k . The scheme is presented as Algorithm 2.
Algorithm 2 Relay Selection Scheme Based on Maximum Partial Signal-to-Interference-Plus-Noise Ratio
Firstly, the variable R k represents the kth relay, and the number of relays is initialized, that is, there are VOLUME 7, 2019 N candidate relays. After initialization, the SINR at R k can be calculated in step 3. After that, the SNR at S 2 can be calculated in step 5, at the same time the SNR at E from S 1 → E and R k → E can be calculated in step 6. Then, the security capacity between the S 1 → R k link and the R k → S 2 link can be calculated in step 7 and step 8. Based on the Algorithm 2, the system security capacity can be calculated based on minimum the security capacity between the S 1 → R k link and the R k → S 2 link and the relay is selected based on maximum the SINR at R k .
C. THE COMPLEXITY OF TWO RELAY SELECTION SCHEMES
In this subsection, the complexity of two relay selection schemes is analyzed. From the above results, Algorithm 1 selects the optimal relay according to the end-to-end security capacity of the relay system, and Algorithm 2 selects a relay according to the partial SINR of the relay system, which is the SINR at the relay. Meanwhile, both algorithms select a relay from N candidate relays. So both algorithms have only one for loop, but the divide statements in the for loop are different. Algorithm 1 has 4 division statements in the for loop, which are calculated in each iteration. Algorithm 2 is only one division statement in the for loop. Thus, the complexity of the algorithm 2 is lower than that of the algorithm 1.
IV. SECRECY OUTAGE PROBABILITY FOR RELAY NETWORK
In this section, these exact and approximation closed-form expressions of the SOP are derived in FD relay network with two relay selection schemes, respectively. And the HD relay network scenario is discussed.
A. FD RELAY NETWORK WITH MAXIMUM END-TO-END SECURITY CAPACITY SCHEME
In this subsection, the FD relay network is studied by using the relay selection scheme based on maximum endto-end security capacity (Algorithm 1), and the channels between the users and relays are assumed with imperfect CSI. Based on the above relay selection schemes, these exact and approximation closed-form expressions of the SOP are derived. According to the definition of the outage probability, the closed-form expression of the SOP for the system with imperfect CSI can be derived as
where r represents the target transmission rate, and α = 2 r indicates the threshold of the FD relay system. Here, three special cases are considered, i.e., large CSI error, small CSI error and perfect CSI. Based on Algorithm 1, the following lemma presents the exact expression for the SOP of FD relay network with large CSI error.
Lemma 1: When the CSI error between the user and the relay is large, the SOP of the FD relaying system with relay selection can be derived as (4) , as shown at the bottom of this page.
Proof: For the secure FD multi-relay systems, the formula (3) can be further derived as
According to the above formula (1), the CDF of R k1 can be derived as
The CDF of ϑ 1 conditioned on E 1 can be derived as
Meanwhile, according to the above formula (2), the CDF of S 2 can be derived as
where
The CDF of ϑ 2 can be derived as (10) where Ei(x) = Therefore, from (6), (8) and (10), the exact expression of the SOP can be given by
with (x, y) = As can be seen from the exact expression of the SOP, the relevant parameters affecting the secure performance of the system are the CSI error, the number of relays, the SNR of the eavesdropper, and the residual SI caused by the FD model. However, the impact of the relevant parameters in special cases on the SOP is not known. Thus, the HD relay scheme is compared with the FD relay scheme.
The difference between the HD relay scheme and FD relay scheme is no self-interference at the HD relay. By analyzing the HD relay scheme, the influence parameters of the exact expression for the SOP without SI are analyzed. The SOP for the HD relay scheme is given by
with α 1 = 2 2r indicates the threshold of the HD relay system. Based on Algorithm 1, the following lemma presents the exact expression for the SOP of FD relay network with small CSI error.
Lemma 2: When the CSI error between the users and relays is small, the SOP of the FD relaying system with relay selection can be approximated as (16) , as shown at the bottom of this page.
Proof: When imperfect CSI estimation error δ 2 e → 0, the µ(α)β(α) → ∞ and ς 1 (nα)β(α) → ∞. Therefore, the limits of f (δ 2 e ) (where f (δ 2 e ) = exp(β(α)µ(α)) · Ei(−β(α)µ(α))) and g(δ 2 e ) (where g(δ 2 e ) = exp(ς 1 (nα)β(α)) · (−n + 1, ς 1 (nα)β(α))) can be approximated as
Similarly, the results of Lemma 2 indicate that the relevant parameters affecting the secure performance of the system are the CSI error, the number of relays, the SNR of the eavesdropper, and the residual SI caused by the FD model. And the SOP with small CSI error for the HD relay scheme can be approximated as
Based on Algorithm 1, the following lemma presents the exact expression for the SOP of FD relay network with perfect CSI.
Lemma 3: Basically, perfect CSI can be regarded as a special case of imperfect CSI with δ 2 e = 0, and the SOP of the FD relaying system with relay selection can be derived as (20) , as shown at the bottom of this page.
The results in (20) embraces the ones in [11] as special cases. The difference is system model, thus, the parameters affecting the secure performance of the system are different. Similarly, the results of Lemma 3 indicate that the relevant parameters affecting the secure performance of the system are the CSI error, the number of relays, the SNR of the eavesdropper, and the residual SI caused by the FD model. And the SOP with perfect CSI for the HD relay scheme is given by
B. FD RELAY NETWORK WITH MAXIMUM PARTIAL SIGNAL-TO-INTERFERENCE-PLUS-NOISE RATIO SCHEME
In this subsection, the FD relay network is adopted the relay selection scheme based on maximum partial SINR (Algorithm 2), and the channels between the users and relays are assumed with imperfect CSI. According to the definition of the outage probability and the above relay selection scheme, the closed-form expression of the SOP for the system with imperfect CSI can be derived as
Here, three special cases are considered, i.e., large CSI error, small CSI error and perfect CSI. Based on Algorithm 2, the following Lemma 4 presents the exact expression for the SOP of FD relay network with large CSI error, small CSI error and perfect CSI, respectively.
Lemma 4: When the CSI errors between the user and the relay are large, small and zero, the SOPs of the FD relaying system with relay selection can be derived as (25) and (26), as shown at the bottom of this page, and (27) , as shown at the bottom of this page, respectively.
V. NUMERICAL RESULTS
In this section, we present analysis and simulation results for SOP with different relay selection schemes and three CSI cases. And the four vital parameters about SOP performance are discussed. In each simulation, the average SNR of the link between the users and relays is considered the same, i.e.
Meanwhile, some parameters in general are set as follows: r = 0.8bps/Hz, N = 3 and δ 2 e = 0.3. In Fig. 1 , the effect of changing the CSI error on the SOP performance is considered. It shows the SOP for three CSI cases: perfect CSI (e.g., δ 2 e = 0), small CSI error (e.g., δ 2 e = 0.01), and large CSI error (e.g., δ 2 e = 0.1).
Under the same conditions, the SOP of the system will decreases as the average SNR increases. The SOP of the perfect CSI system is always smaller than the SOP of the imperfect CSI system. As the CSI error increases, the distance between perfect and imperfect CSI curves will increases. Meanwhile, the SOP performance of the FD system is superior to the HD system. Finally, as the average SNR increases, the distance between the perfect and imperfect CSI curves becomes larger.
In Fig. 2 , we analyze the impact of the number of relays on system SOP performance. The SOP performance is considered when the number of relays N varies from 1 to 10. As can be seen from Fig. 2 , as the number of relay increases, the SOP of the system will decrease, and the performance of the system will become better. Meanwhile, the SOP performance is considered with different average SNRs of the eavesdropper. Three special cases are considered, i.e. γ E = −5dB, γ E = −10dB, and γ E = −15dB. It is observed that the emergence of high SNR eavesdroppers can erode SOP more than low SNR eavesdroppers. In Fig. 3 , we analyze the impact of the average SNR of the eavesdropper on system performance. The SOP performance is considered when the average SNR of the eavesdropper varies γ E from −15dB to 15dB. As can be seen from Fig. 3 , as the SNR of the eavesdropper increases, the SOP of the system will gradually increase, and the performance of the system will become worse. Meanwhile, the SOP performance is considered with different the average SNR of the residual SI. Three special cases are considered, i.e. γ LI = −5dB, γ LI = 0dB, and γ LI = 5dB. It has been observed that the SOP of the FD relay system is always lower than the SOP of the HD relay system at low the average SNR of the eavesdropper. However, in high the average SNR of the eavesdropper, when the residual SI is sufficiently large, the SOP of the FD relay system will be significantly higher than the SOP of the HD relay system.
In Fig. 4 , we analyze the impact of the average SNR of the residual SI on system performance. The SOP performance is considered when the average SNR of the residual SI varies γ LI from −5dB to 20dB. As can be seen from Fig. 4 , the theoretical derivation expressions of SOP tightly matches the Monte Carlo simulation results. Further, as the average SNR of the residual SI increases, the SOP of the system will gradually increase, and the performance of the system will become worse. Meanwhile, since the HD relay system has no SI, residual SI has no effect on the SOP. Thus, three curves of HD are horizontal lines. the HD and FD relay schemes are presented, which are shown to be well matched. This verifies the closed-form SOPs for the HD and FD relay schemes which are given by (13) and (4) respectively. Further, the SOP is higher for larger data transmission SNR, and HD relay schemes have the worst secrecy performance. (25), (26) for Algorithm 2, while markers denote the results of MonteCarlo simulations. For two algorithms, the performance of Algorithm 1 is superior to Algorithm 2. The dashed line in the Fig. 6 represents the asymptotic result when γ → ∞. In the figure, we don't have the exact SOP result and the asymptotic result with δ 2 e = 0. Because its asymptotic result is close to zero, it isn't shown in the figure. Furthermore, as can be seen from the asymptotic results in the figure, the achievable secrecy diversity order is zero.
VI. CONCLUSION
In this paper, we have studied the SOP performance of a secure FD multi-relay system. Two relay selection schemes are proposed to enhance the physical-layer security of the relaying system. The first is to maximum the end-to-end instantaneous security capacity by selecting the optimal relay. The second scheme is to maximum the partial SINR with low complexity. Moreover, the SOP expressions are derived with perfect and imperfect CSI, respectively. The numerical results show that the analytical approximations closely match the Monte Carlo simulation results. As the SNR of link between the users and relays increases, the SOPs of FD system decrease. Under the same conditions, the SOP of the perfect CSI is smaller than that of the imperfect CSI. The SOPs of FD system with imperfect CSI are also related to the number of relay candidates, the SNR of the eavesdropper link, and residual SI. The proposed FD relay selection scheme is superior to the traditional HD relay selection scheme. And the scheme based on the maximum end-to-end instantaneous security capacity is superior to another one based on the maximum partial SINR. It is worth mentioning that we mainly investigated the DF relay protocol for FD relay networks in this paper. In the future, we will extend the results of this paper to other conventional schemes. MENGXIA LIU received the B.S. degree in electronic information engineering from East China Jiaotong University, Nanchang, China, in 2017, where she is currently pursuing the M.S. degree with the Traffic Information Engineering and Control, School of Electrical and Automation Engineering. Her research interests include cooperative relay networks and physical layer security.
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